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. 2010 26

. Dismantling the obstacles to EU citizens'
rights (EU ) EU

« The Commission communication of 26 August 2010 entitled <A
Digital Agenda for Europe * identified the fragmentation of the digital
market, the lack of interoperability and the rise in cybercrime as major
obstacles to the virtuous cycle of the digital economy.

 Inits EU Citizenship Report 2010, entitled “ Dismantling the obstacles
to EU citizens ™ rights ¥, the Commission further highlighted the need
to solve the main problems that prevent Union citizens from enjoying

fragmentation

elIDAS

elIDAS
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CEF . Connecting Europe Facility -- EU ineligent Systems Laboratory
CEF DSl (Digital Service Infrastructures ) Building Blocks

3§ CEF Digital
: : Connecting Europe CEF ~ BuildingBlocks ~ Digita
[ ]

CEF Building Blocks

Digital building blocks to help teams deliver digital public services faster, comply with regulation °

and make the digital single market a reality.

SUCCESS STORIES

THE BUILDING BLOCKS °

The building blocks are basic capabilities that can be reused in any project to facilitate the delivery of

digital public services across borders and sectors.

eDelivery elD
Supporting electronic registered delivery of Extending the use of online services to
data and documents. citizens of other EU Member States.
« Building Blocks
elnvoicing eSignature -
[ J
Helping public entities adopt the European Creating and verifying electronic signatures. B u I I d I n g B I O C ks
standard on electronic invoicing. (’) 7)

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Building+Blocks
https://ec.europa.eu/cefdigital/wiki/display/ CEFDIGITAL/What+is+a+building+Block
© 2019 SECOM CO.,LTD. 7



EU E:lbls
CEF DsSlIs Digital Service Infrastructures e
The number of projects reusing the building blocks within the CEF
Programme continues to increase

B A 1N & 9

*

EXCHANGE with SIGN with IDENTIFY with TRANSLATE with INVOICE with
Sector Specific DSIs eDelivery eSignature elD eTranslation  elnvoicing

Europeana DG CONNECT
Safer internet DG CONNECT
Public open data DG CONNECT
ODR DG UsT
eHealth DG SANTE
eProcurement DG GROW
EESSI DG EMPL
EU e-Justice portal DG JUST
BRIS (ECP) DG usT
Cybersecurity DG CONNECT
eTranslation DGT
elnvoicing DG GROW

l Commitment to analyse
I Commitment to reuse

Reusing -

13

https://ec.europa.eu/cefdigital/wiki/download/attachments/46992269/%28 CEF %20Building%20Blocks %29.%28DSF %29.%28v5.01%29.pdf
© 2019 SECOM CO.,LTD. 8



eDelivery

eHealth edJustice
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(ETSI)

Trust service status lists providers

TSPs
A
and I

Trust application
\ rvice providers »

(CEN)

Signature creation

Signature

creation & other 2
related devices

0
Introductory deliverables

(ETSI CEN)

PSD2

(QTSP non-QTSP)

HSM etc.)

ENISA
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-> EU
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Qualified certificates for electronic signatures @aliﬁed electronic signatlh

Qcert for ESig QESig

Qualified certificates for electronic seals Qualified electronic seal

Qcert for ESeal » QESeal #

Qualified electronic signature creation o ,
Qualified Timestamp

devices
QSCD QTimestamp
Qualified Timestamp CAdES XAdES EU/TL
QTimestamp KPAdES ASiC J
E I EEEEEEEEEEEEEEEEERN S B EEEEEEEEEEEEEEEEEEEEHN I
TSP:Trust Service Provider T
Qualified trust service provider EU/TL

- - | QC/CA
Qualified Certificate Authority Qualified Timestamp Authority

aeieh o T

...........@..........................................

conformity assessment report

conformity assessment body Supervisory bodies

© 2019 SECOM CO.,LTD. 12
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— rmesars QD
QSCD QESig QESeal
Al {/L
»I (PSD2 ) | »
Qcert for ESig etc)
Qcert for ESeal | @
QT'me;amp | - PAJES(PDF), XAES(XML), CAdES(binary), ASIC L\
TSP Web
QC/CA QC/CA - QC/CA |1l QTA

TSP
1 LOA ,
TSP
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fragmentation

ICT DG CONNECT

fragmentation

fragmentation

=0

Intelligent
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EBA
European Banking
Authority

EBA RTS

Requlatory Technical

Standards elDAS
eSeal, WAC

(PSD2)

OpenAPI

POLICY DEPENDENCIES

ST

Network and Information .
Security Directive EU Cybersecurity \/
Strategy
4 N
i @l @43'Digital Single

e

p

| Payment Services Directive 2 ) g@ Strengthening Europe’s Cyber
Resilience System and Fostering a

Competitive and Innovative
Cybersecurity Industry

2 | ENISA in the EU Cybersecurity Certification Framework

© 2019 SECOM CO.,LTD.

Market Strategy
elDAS Regulation y
m ) /

j o V5 ISM
Intelligent Systems Laboratory

G

General Data
Protection Regulation

Proposal for a Regulation on
Privacy and Electronic
Communications

15



1. BRRIZE T HEHFED 2R E

O pPsD2lE. L TDZEIZDOWT., Fif=ICHRFE OB AT,

@ R FHREEEY—E XIZHFE (PISP: Payment Initiation Service Provider) :
FIABEOKEBICKY ., thDORFH—ERRHE RIT.EFIR—BREE. . RFV—EXBESR)ICH
BRENTWWSFIABEOREOEICFERLIRFEREEET 2 —E X (F4EE151H)

@ OEF#HRY—E X2 E (AISP: Account Information Service Provider) :

FIREN, hORFH—ERRHSE BIT. EFIR—FEE . RFY—EXSEE)ICHAZSATL
AIDX(FEHBDRAOAEDBTREZRSLTRETEIF S/ —ER(FaEE1617)

RFH—E I HE (Payment Service Provider)
BT BFI+—5xE REH—EASRESE
REY—EARKEICHABSL-FAEORFOE

EBRE ; c

RIF-E& [ TRarH] (Authorisation ) m (Registration )

MHEY BANO I Te

BERES gL ZL
EAHBAErORSAVRLEE AEEEE~ONAREHY HEERE~OMABERHY

O ZFf=.hIZBHELT,
@ EAERRE | CREOERITICRIEA H -5 D PHNEELIBTEDELSEIL—ILO,
@ FERSIZEDHEIZIE. SBTZHE. PBNEEHIOOTIOEREZEE TEAELSI-REZEITEI—A.
ZOL=BE LA TIE, SRITENBEICISTHINEERHDORFEBREICIELAESKRDHDELLIZ, SRIT
; %{%§%¢ [ Eg%%aﬂz LEIIRVERIE T 5L [T— T APIDR A L B A RSHRE
Tlyvs,

. https://lwww.fsa.go.jp/singi/singi_kinyu/financial_system/siryou/20161028/01.pdf

© 2019 SECOM CO.,LTD.
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16
T G —

QWA

Web

QESeal

Qcert for ESeal

4
TSP ‘ Web

QC/CA QC/CA - QC/CA L QTA

TSP ‘!_
1 @jl LoA, PSD2
TSP _J

Qcert for WA
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TSP

PSD2)
OpenAPI
(PISP) --
e-Seal - QSTP
e-Seal
Web
LOA (

© 2019 SECOM CO.,LTD.

2 I SEI%‘-';F.E

Intelligent Systems Laboratory

Web

18



PSD2

Internet X.509
Public Key
Infrastructure
Certificate and
CRL Profile

X.509
v3

Certificate Profiles;
Part 5. QCStatements

RFC5820
2008

s @)

‘Ejblsm

Intelligent Systems Laboratory

Internet X.509
Public Key
I(;lfrallsft.ructure: Certificate Profiles;
ua_' _Ied Part 1: Overview and common data structures
Certificates
Profile V
ETSI EN ETSI EN
319 412-1 319 412-2
RFC 3739 esig
2004 SUE BN Seal
319412-5  ETSIEN eoea
319 412-3 \ WAC
ETSITS eSeal ETSITS
119 412-1 119 495
ETSI EN
319 412-4
WAC

Certificate Profiles;
Part 1: Overview and common

data structures

Sector Specific Requirements:;
Qualified Certificate Profiles and TSP Policy Requirements

under the payment services Directive (EU) 2015/2366

© 2019 SECOM CO.,LTD. 19
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TSP

« PSD2
Web

Web
ETSI

Web

Web

TSP

CAB/F
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Acrobat Reader

elDAS

Adobe

Acrobat Reader

PAJES

Qualified certificates for electronic signatures

Qcert for ESig

Qualified electronic signature

creation devices
QSCD

Qualified Timestamp

QTimestamp

Intelligent Systems Laboratory

2 ISETRFE

e
U

@alified electronic signa&

Qualified Timestamp

QESig

QTimestamp #

PAdJES /

Adobe

Acrobat
Reader
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by mesguTHn, INTOBLHEDTY,
: A QoK UMENTEME] :
ELERTRONIK G5 ALARASSAL LATTA EL:
e R TADNIKS ALARASSAL LATTAEL @
. miCcrROsSECC e

e-Szignoé Certification Authority

elDAS conform

Qualified Certificate for Electronic Signature

Certificate Policies

ver. 2.8

https://static.e-szigno.hu/docs/hr--min--bel--EN--v2.8.pdf
© 2019 SECOM CO.,LTD.
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EA>ETT. Vanczdk Gergely <vanczak.gergely@microsec.hu» E£ > THEER

TWET,
EU/TL

WaRE : 2018/1213 23:119:46 +09'00'
{R8 Y — LB - European Union Trusted Lists (EUTL)

chid: EUBR 910/2014 > TRESREWTFRETT

EYttEnE
W 2. coREMEREEnEE FEIRATUWERA.
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20181213 23119:53 +09°00"
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EAEEE
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l! BEEOTHEWERT. .. p

PEHl O T A L LS

https://static.e-szigno.hu/docs/hr--min--bel--EN--v2.8.pdf
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. Microsec zrt.
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CEF Digital
Connecting Europe

CEF

Trusted List Browser

Tool to browse the national Trusted Lists and the European List of Trusted Lists (LOTL).

_Trusted List

European Commission > CEF Digital > eSignature > Trusted List Browser > Hungary > Trust service provider

== Microsec Micro Software Engineering &
Consulting Private Company Limited by Acrobat Reader
Shares
elDAS

Trust services

Qc/cA _ Qcert for ESig —~— —
WHidEsh T, Vanczdk Gergely <vanczak.gergely@microsec.hu> CE£-TEE2h
qeertforesiz Qualified certificate for electronic signature é& TWEF,

W . 201811213 23:19:46 +09'00"

{RM Y — AWM - European Union Trusted Lists (EUTL)
neertforeseal. Qualified certificate for electronic seal

E Zhid. EU BN 210/2014 it -TRBESREWFERATY

QTimestamp  QEsig

gwac Qualified certificate for website authentication

opresforgesig Qualified preservation service for qualified electronic signature

geresforqeseal Qualified preservation service for qualified electronic seal

: QTA  — v
grimestamp  Qualified time stamp QTimeStamp

https://webgate.ec.europa.eu/tl-browser/#/tI/HU/1
© 2019 SECOM CO.,LTD.




elDAS (eSign) e | G
conformity assessment report inteligent ystems Laboratory

The certfication body of TUV Informationstachnii Gk
neraby awardgs this carfcate 1o the company

The certification body of TUV Informationstechnik GmbH
hereby awards this certificate to the company

Microsec Ltd.
Zahony utca 7.
H-1031 Budapest, Hungary

Microsec Ltd.
Zahony utca 7.
1031 Budapest, Hungary

to confirm that its trust service to confirm that its trust senice

e-Szigné Qualified Signature e-Szignd Qualified Time-Stamp QTA

TS all relevant requirements defined in
Regulation (EU) No. 910/2014

(elDAS) for creation of qualified
electronic time stamps.

fulfils all relevant requirements defined in regulation

Reg. (EU) No. 910/2014 (elDAS) for
creation of qualified certificates for
electronic signatures.

The appendix to the certificate is part of the certificate and
consists of 3 pages.

The appendi to the certflicate is part of the certificate and

The certificate is valid only in conjunction with the conformity
assessment report.

— N
pt— |

P —
—
|
= n—
——
—_———
_
e —
F—
e —
p——
_
%
r—
e e ————
———
e —
e ————
e——
I —

Certificate valid unti
2020-10-31

Fing

|

2018 Trusted Site

Certificate ID: 97120.18
@ TUWIT = TUV NORD GROUP = www.tuvit.de

20186 Trusted Site

Certificate |1D: 9719.16
& TUVTT — TUV NORD GROUP - www tuvit e

Iilﬂ

https://e-szigno.hu/assets/docs/e_Szigno_qualified_signature_2018.pdf https://e-szigno.hu/assets/docs/e Szigno qualified time stamp 2018.pd
© 2019 SECOM CO.,LTD.
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(OCR

(IMSOC-TRACES) e-Certficate

1993 EU
1996 BSE)
2005 TRACES
2019

(OCR

(IMSOC)

.- elDAS

DG SANTE
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TRACES TRAde Control and Expert System

(TRACES

- 40%) EU (50%) EU

— No.178/2002 18

TRACES

http://www.agribusiness.kais.kyoto-u.ac.jp/Europe.pdf

N0.89/396/ECC

certificate

© 2019 SECOM CO.,LTD.
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(IMSOC-TRACES)

The Official document is the digital one

NonEU System
dhe

.....

O CA origin CA EU borders

.

SUPERMARKET

EEjEN

i Checks,
clone &
CcO .
Py eSign

EU entry doc

-http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Carton_English.pdf
© 2019 SECOM CO.,LTD. 33



Sanitary certificate and key elements of legal evidence =2 ()

European certificate for Qcert for ESeal
_ electronic seal
SIOLELIEE S 0IDAS - n ©910/2014  QESeal
Seal
Authority

AUTHENTI
-CATION

Signature
Authority
SUSTAINA- Agent

o TRACES European certificate
Certificate of advanced signature

virtual type
elDAS —n ©910/2014

Electronic Archive : Legal
- Evidence Archive
- Signed documents
Norme ISO 14-641-1

REPUDIA-
TION

: " Signature
QTimestamp Qualified TRACES -
Time Stamp European certificate
European certificate DG Santé for electrog%[seal
elDAS —n ©910/2014

elDAS —n ©910/2014
Qcert for ESeal QESeal

-http://lwww.standardsfacility.org/sites/default/files/Ecert_Presentation_Carton_English.pdf
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EU EU IMSOC
UN/CEFACT eCERT based XML exchanges + Validation
rules
EU XML
IMSOC
XML
e ( PDF/PAES)

UN/CEFACT United Nations Centre for Trade Facilitation and Electronic Business

https://circabc.europa.eu/webdav/CircaBC/SANTE/Traces%20Toolkit/Library/Working%?20groups%2c%20seminars%2c%20training%20session
s/ITRACES%20Working%20Groups/2018-02-05%20TRACES%20Working%20Group/ TRACES WG Feb 2018 e-certification. EU approach and

bolicy Final Export.pptx ©2019 SECOM CO..LTD. 35
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USE CASE 2
SEAL BY AUTHORITY QTA
AND SIGNATURE BY : ; |
THE PERSON IN § : } QC/CA
CHARGE PP ; 5 |
i el iy |
; Send signed EDI (XaDES) Request for conformity
| . T : ] verification i
RECEPTION i >igned XML doc : Hakigh i
Verified signed XML dOCi m - ]
XAJES QTimestamp
TRANSFORM EDI TO PDF doc generation i
PDF i > i
f 4 PDE doc PDF Request for e-Sign
SEALBY TRACES | (XMIL) Signed POF doc |_PDF
PDF e ; |
- PAdES
QESeal
@
PP
P . ™
[ ][ EU TRACES ] EU TRACES
eSeal eSeal

https://circabc.europa.eu/webdav/CircaBC/SANTE/Traces%20Toolkit/Library/Working%20groups%2c%20seminars%2c%20training%20session
S/ITRACES%20Working%20Groups/2018-02-05%20TRACES%20Working%20Group/ TRACES WG Feb 2018 e-certification. EU approach and

bolicy Final Export.pptx ©2019 SECOM CO. LTD. 36




Trust in a Digital Society

ne

HOSPITAHL,

i Electronic
~ ltransactinns

Connected
mobility

Cybersecurity .. ol ;
_— — = Electronic = == == Conne:ted . =

identity cities
-
Online _

privacy

Eorere o | B Sale TSt tyoerscon, Dicorate

: https://www.enisa.europa.eu/events/cybersecurity _standardisation/presentations/1%20Purser.pdf
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ICT

CEF

(EN)
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Intelligent Systems Laboratory

ETSI/CEN
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Intelligent Systems Laboratory

PKI day 2016 PK

https://www.jnsa.org/seminar/pki-day/2016/data/2-4 panel matsumoto.pdf

© 2019 SECOM CO.,LTD.
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Web QWAC

®
CAB/F -Ii@“dl
eSeal | ~
PSD?2 | © I
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EV

[ & bundesdruckerei.de

Facebook vyas_matsu Google Yahoo! JAPAN Twitpic [ yas_matsu Read Later RS5~ Apple Google An

DSS Demo elDAS Regulation opens the door for.

— www.bundesdruckerei.de~DEREESEZhTWVWET,
TFUY LTI £ SEE{kic L D, https Webt-r k*www.bundesdruckerei.de” & QT O

_ I G

i
s, R i vy o ST
-— L] l o Lo D ke S N o [T S

SDRUCKEREI D-Trust GmbHZwww.bundesdruckerei.de®., Berlin, Berlin, DE®@Bundesdruckerai
GmbHAAHLTLWEEOELTEMAILEL R,

=] D-TRUST Root Class 3 CA 2 EV 2009
|~ D-TRUST CA 2-2 EV 2016
L+ B¥ bundesdruckerei.de

QC

m
LA
LA

(1 Newsroom Pre URI |dap://directory.d-trust.net/CN=D-TRUST CA 2-2 EV 20

GmbH.C=DE?cACertificate?base?

ust

FOROT «—ILF ST EEAREER (1.3.6.1.565.71.3)

F—4% 08 0000 0000 000000 90 78 38 00 00 60 0000 00 00 OO0 0O 010000
Q0 ADYE3B0000600000DA00CD000000O000060CESSE030060

00 00

Ha
fo r EIec1 SHA-256 B8FEBABBG4 38CEDS 38 2ABET7D 275416 8C 92 61 0F 83 F4 61 E4 BC

4E F3 3B 48 AA AS &7 9B 02

? SFEAE = FEFT m
29 June 2016 Ti

T [ o R O R AR O R e T B PR

URL.:
https://www.bundesdruckerei.de/en/Press-room/elDAS-Verordnung-macht-den-Weg-fur-Online-Unterschrift-frei

© 2019 SECOM CO.,LTD. 49
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Web Intelligent Systems Laboratory
‘ Web ]
;:—3 D-TRUST Root Class 3 CA 2 EV EHDEV'
- L;.I' B-TRLUST CA 2-2 EV. 201 EU
QC/CA

s ° | bundesdruckerei.de

bundesdruckerei.de
2. D-TRUST CA 2-2 EV ®

-l EHwEm: 202084H278 BH | I
QWAC & - ofFENREY T |7 @; |

L | =

URL:
https://www.bundesdruckerei.de/en/Press-room/elDAS-Verordnung-macht-den-Weg-fur-Online-Unterschrift-frei
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Web

conformity assessment report

The certification body of TUV Informationstechnik GmbH
hereby awards this certificate to the company

D-TRUST GmbH
KommandantenstraBe 15
10969 Berlin, Germany

to confirm that its trust service

QC/CA
[D-TRUST qualified EV SSL ID
fulfils all relevant requirements defined in QWAC

4 Regulation (EU) No. 910/2014 )
(elDAS) for creation of qualified
certificates for website
authentication.

The appendix to the certificate is part of the certificate and
consists of 3 pages.

The certificate is valid only in conjunction with the conformity

assessment report.

Certificate valid until
2019-01-30

2 I SEHRFE

Intelligent Systems Laboratory

D-TRUST quallified Timestamp

fulffils all relevant requirements defined in

QTA

Regulation (EU) No. 910/2014
(eIDAS) for creation of qualified QTiImestamp
electronic time stamps.

D-TRUST quallified Signature ID card

O M T T . FY g} e LEFRSN

X U1 nuol qudllllcu SIgl Idl.ljl ernrwuv

fulfils all relevant requirements defined in regulation

Reg. (EU) No. 910/2014 (elDAS) for QC/CA
creation of qualified certificates for .
electronic signatures. QESIQ
D-TRUST sign-me qualified

fulfils all relevant requirements defined in
Regulation (EU) No. 91072014 QC/CA
(elDAS) for creation of qualified
certificates for electronic QESig
signatures.
D-TRUST quallified Seal ID card

fulfils all relevant requirements defined in QC/CA
Regulation (EU) No. 910/2014

QESeal

{elDAS) for creation of gualified
certificates for electronic seals.

2017 Trusted Site
Certificate ID: 9729.17

® TUWVIT - TUV NORD GROLIP - www tuvit de

Gn=1)
— FI

iy F'afJ

https://www.tuvit.de/fleadmin/Content/TUV _ IT/zert|f|kate/en/9729UE _S. pdf
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©® EU cooperation
for accreditation |
5 EA
Trusted . — — \l d 3
List - : ( Checks CAB @ I
fsased on ) - : competence
CAR. TSP Vo in line with EU
statu_;s set in . b4 : accreditation
Trusted List | i Nat:jcnal scheme
by National ccreditation
Authority e Body (NAB)
\ /  Supervisory
Radv (QR) |
VMY Wiy l
Conformity -
Assessment |
Body (CAB)

TSP £ | Afo"'fw A ¢ l' Assessment
ISP Assessment ™, ssossment roquest \ & po———
Scheme ﬁ ) sessm )

QC/CA QTA

https://www.enisa.europa.eu/events/cybersecurity standardisation/presentations/3a%20Fiedler.pdf
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EN 319 403 TSP Conformity Assessment (based on ISO 17065)
in context of European Accreditation for Audit Bodies

Conformity
Assessment
G | Poli elDAS and elDAS Qualified
enerda OlIC
g CA /Browser Forum Trust Services
a
EN 319 401 EN 319 411-1 EN 319 411-2
Certification General TSP TSP Issuing X.509 Certs for TSP issuing Qualified
Policies Policy Requirements Policy Level h Certs for Signatures,
including generic elDAS LCP/NCP/BR/EV Seals and Websites
based on ISO 27002 l
Req. EN 319 412-2 EN 319 412-5
Natural Persons QC-Statements
Certificate EN 319 412-1 EN 319 412-3
Profile Certificate Profiles and Legal Persons
common data structures
l\ QWACs l
Checklist

* TR 119 411-4: Check-list for self-assessment or independent conformity assessment of TSPs issuing

certificates according to EN 319 411-1 and/or EN 319 411-2 with 540+ controls
TSP @‘
46

https://www.enisa.europa.eu/events/cybersecurity standardisation/presentation
s/3a%Z20Fiedler.pdf ©2019 SECOM CO.,LTD.
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CA/Browser Forum L~

Guidelines For The Issuance And Management
Of Extended Validation Certificates

17. Audit
« 17.1. Eligible Audit Schemes

A CAissuing EV Certificates SHALL undergo an audit in accordance with one of
the following schemes:

(i) WebTrust Program for CAs audit and WebTrust EV Program audlit,
(i) ETSI TS 102 042 audit for EVCP, or
(iii) ETSI EN 319 411-1 audit for EVCP policy.

 [fthe CAis a Government Entity, an audit of the CA by the appropriate internal
government auditing agency is acceptable in lieu of the audits specified above,
provided that such internal government auditing agency publicly certifies in
writing that its audit addresses the criteria specified in one of the above audit
schemes and certifies that the government CA has successfully passed the
audit.

https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-v1.6.8.pdf

© 2019 SECOM CO.,LTD. 47
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Intelligent Systems Laboratory

| EN 319 411-2 --

QCP-w
When the certificate is issued to a legal person the
requirements for QCP-w include all the EVCP
requirements,

QCP-I

CAB/F
eSeal
PSD?2

© 2019 SECOM CO.,LTD. 48
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CA‘B CA/BROWSER FORUM

Ty e f
_ N
L

g T P

QUALIFIED gy
TRUST SERVICE
PrROVIDER CE |
L E| [
. |

ETSI{____

ACABs Accredited Conformity Assessment Bodies
The Accredited Conformity Assessment Bodies' Council
https://www.acab-c.com

FESA Forum of European Supervisory Authorities for trust service providers
http://www.fesa.eu

https://www.enisa.europa.eu/events/tsforum-caday-2018/presentations/02 04 Gonnot.pdf

© 2019 SECOM CO.,LTD. 49
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elDAS

TECHNIC AL REPORT

Electronic Signatures and Infrastructures (ESI;
The framework for standardization of signatures: overview

https://www.etsi.org/deliver/etsi tr/119000 119099/1190
00/01.02.01_60/tr 119000v010201p.pdf
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EN

EN

EN

EN

EM
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o e | s

[

Signature creation and validation Replaces

Sub-areas

2 I SETRFF

Intelligent Systems Laboratory

Expected publicat ion

Guldance
19 1 0 OGuidance on the use of standards for signature cre ation and validation

Guidance

Policy & Securlty Require mants
19 1 0 1 Policy and security requirements for applications for signature creation and signature  (new)
valldation

CWASprEN 14170

published

Allparts published

19 1 1 1 Protection profiles for signature creation and validation application
= Part 3: Signature creation application - Pos

= Part 1: Introd uction to the Eurspean Norm
Policy & Securi
- Part 4: Signature verification application - Corer

ty Requirements

- Part 2: Signature creation application - Cor
= Part 5: Signature veriflcation application = Possible Extensions
Technical Spedf|ations
19 1 0 2 Procedures forcreation and vall dationof ADES digital signatures

i CAJES
XAdES XML
PAdES PDF

T5 102 853,

1% 1 2 2 CAdESdigital signa
= Part 1: Bullding b
= Part 2 Extended

15 1 3 2 ¥adESdigital signa
- Part 1: Building b
- Part 2 Extended

159 1 4 2 PAdES digital signat
- Part 1 Building b

- Part 2 Additiona

- Part 3: Visual rep .
15 1 5 2 Architecture for Ad AS I C
19 1 & 2 Assoclated Signatur

= Part 1: Bullding b
- Part 2 Additional ASIC containers
1% 1 7 2Signature policles

- Part 1: Bullding blocks and table of conte nts for hurman readable signature polioy -TR12 041
doume nts - TR 102 038
- Part 22 XML format for signature polides -TR102272

- Part 3: ASN.1 format for signature pelicies
- Part 4: Signature validation policy for European gualified e lectronic signatures,seals
usingtrusted lists
Confomity Assessment

certified in 2006~

2007

Tart 1: Apr, 2016

art 2 undefined

arts 1 & 2:
pr. 2016

arts 1 & 2:
pr. 2016

Technical Specification

[r.

art S Eyed
ndefined

arts 1 & 2t
Apr, 2006

J 045 -Partl: published
- Other parts:
undafined

Conformity Assessment

June 2006

Testing Conformance & Interoperability

i 1 0 3 Conformity assessmentfor signature creatlon & validation {applications & procedures) {new)
[CWA 14172
Testing Conformance & Interoperability

19 1 2 4 CAJES Testing conformance & Interoperabllity { )

19 1 3 4 ¥XAdES Testing conformance & | nteroperability

19 1 4 4 PAJES Testing conformance & | nteroperability

19 1 5 4 Testing conformance & interoperability of ADES |n mobile e nvirg]

19 1 & 4 ASICTesting conformance & Interoperability { nesw)

June 2016

https://www.etsi.org/deliver/etsi tr/119000 119099/119000/01.02.01 60/tr 119000v010201p.pdf

© 2019

SECOM CO.,LTD.
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Signature creation and other related deviees Replaces Expected publication .
Sub-areas Intelligent Systems Laboratory
Guidance . ~
TR 4 19 2 0 0Guidance on the use of standards for signature oreation and other related dovices {1 GUIdan Ce \61
Policy & Security Require ments I
EN 4 19 2 1 1 Protecton profilesforsecure signature creation device published

- Part 1 Overview - {neew part)
- Part 2 Device with key generation -pris 141652
- Part 3: Device with key import ~prTS 141693 TSP sp

- Part 4: Extension for device with key generation and trusted communication with -prTs 14160.4
certificate gene ration appli@ation @

- Part & Extension for device with key gene ration and trusted communi cation with - prEN 14165-5
slgnature creation application

- Part & Bctension for device with key Importand trusted communicatic nwith - {new part)
signature creation application
EN 4 19 2 2 1Protection Profiles for TSP cryptographic medules
-Part L 0Overview - o part) Parts 1to 41n 2016
- Part 2 Cryptographic Module for CSP signing operations with backup — Protection - prTS 141672 Part5in 2017 @
Profile {CMCSCB-PP) - prTS 14167-3

- Part 3: Cryptographic module for CSP key generation

{Er;frﬁ.ﬁﬂ.:zprlpmgmphlcnmﬁulu for C5P signing operatio POIiCy & Security ReqUIrementS

Protection Proflle {CMCSOPE)
- Part 5 Frotection Proflle for cryptogmphic module for TSPs
3| 1 Protection profile for trustworthy spste ms sup port
41 L Trustworthy systems supporting server signing
- Part 1: Genperal system security reqguireme nts
- Part 2 Protection Profile for QSCOfor Server SiE
EN 4 1% 2 5 15ecurity reguirements for device for authenticatio
= Part 1: Protection profile for core functionall ty
- Part 2 Protection profile for extension for trusted channel to certifiate generation
application
- Part 3: Additional functionality for security targets

EN
EN

FOrs
PR
L= -]
| SER

T5 419 2 6 1 Security reguireme nts for trustworthy systems (i ncl. managing certificatess for pr7s 14167-1 published
electronicsignatures) pris 419 21-1
Technlcal Specifications
EN 4 15 2 1 2Applicationinterfaces for secure elements used as gualified eledtronic signature {seal) EM 14890 2016

creatlon devices
- Part 1 Introdution

Pant 2 Baslcservices Technical Specification

- Part 3: Device authentication
- Part 4: Privacy specific protocols
- Part 5 Trusted eServices
Conformity Assessmant
e reguirement identified
Testing Conformance & |nteroperabllity

~ B0 requtiement kdenified Testing Conformance & Interoperability

https://www.etsi.org/deliver/etsi tr/119000 119099/119000/01.02.01 60/tr 119000v010201p.pdf
© 2019 SECOM CO.,LTD. 53
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EM

EM

EM
EM

EM

EM

EM
EM

EM

EM

19

15

19

15
1%

1%

19

19
1%

15

15

TSPs supporting digital signatures and related services
Sub-areas

Guidance

TSP Q™A oA . | S s

Replanes Expected publicat fon

ttelligent Systems Laboratory

4 0 0Guidanoe onthe wse of standards for TSPy

SR I8 5 GUIdOI’)CE

Poliey & Security Require ments.
4 0 1General policy reguirements for trust service providers

Repl acing generic parts ‘py
of T5 101 456, TS 142

4 1 1polieyans securiy requiren POlICY & Security Requirements

- Part 1: Gene ral reguiremenis
- Part 2: Requirements for trust service providers issuing EL gualified certificates
= Part 3: Ta be withd row

- Part 4: Requirements f s
4 2 Y Policy & security require
4 3 1 Policy and security reguil TSP al

signature gene ratio nser ives
4 4 1 Policy and security requirements for trust service provicers providing AJES digital
signature validation se rvices
Technical Spedfications
4 1 2 Certificate profiles
- Part 1: Overview
- Part 2: Certificate

N e T CE LT ]

EN 319 411-3 E
-T5 101 456 (& TR 102
458), EN 319 411-3 g
-hiztorical - U
- {mew)
T5. 102023 ]9
{new) LI ndefi ned
{ new) Undefi ned
all parts published
- (new part)

IS100 7802 T 101

- Part 3: Certificate
- Part 4: Certifcate profile for web site certificates |

Technical Specification

- Part 5 QCStatements - {new part)
-T5100 B2
4 2 2Time-stamping protoos] and time-stamp token profiles T5 101 861 published
4 3 ZProwmcol profiles for trust service providers providing AdES digital signature gene ration | new) Undefi ned
SErVioes
4 4 7 Protocol profiles for trust se rvice providers providing AdES digital signature validation {new) L recheti ned
sen'ies

Conformity Assessment
4 0 3 Trust Service Provide r Conformity Assessment - Reguirements for conformity

Conformity Assessment

assessme nt bodie s assessing trust servioe providers

TS5 110 a0

Testing Conformance & Interoperability
= o reguirement identified for sudh o document

Testing Conformance & Interoperability

https://www.etsi.org/deliver/etsi_tr/119000_119099/119000/01.02.01_60/tr_119000v010201p.pdf

© 2019 SECOM CO.,LTD.



Trust application ser ce providers Replaces Expected publication
Sub-areas
Gleldance

2 ISET?«\’.FE

Intelligent Systems Laboratory

L

SR 019 1 @ Sooping study and framework for standardization of long term data

Guidance

TR 115 5 0 OGuidance onthe use of standards for trust ap plication se nice prwlq

serviees, induding preservation of fwith digital signatures
Policy & Security Requirements
EN 319 5 1 L1 Policy &security reguirements for trust senvice providers providing long term data TS 102 573, Lndefi ned

EN 3119 5 21 Policy &security requirements for ele
EN 3 19 3 1 Policy Esecurity reguirements for regis g e e

L

Technical Spedfications

EN 312 5 1 2 Longtermdata preservation services, inclueding preservation of fwith digital signatures Undefined

preservation services, including prese . . .
Policy & Security Requirements ‘

EN 312 & 2 2 Electronic registered delivery servioes: [mw) I el e

- Part 1: Framework and architecture

- Part 2: Semantic contents

- Part 3: Formats . . . .

Part & Bindings Technical Specification
EW 3 1% 5 3 2 Registeredelectronic mail (REM) services: T TITTETIIICT

- Part 1: Framework and architecture

- Part 2: Semantic contents

- Part 3: Formats

- Part & Interoperability profiles

Lonfommity Assessment

- - no reguirement identified for such a document - relying on TS 119 403 / EN 319 403 Conformity Assessment

Testing Conformance & Interoperability

T 1139 5 0 4General requirements fortechnical conformance and i nteroperability testing for trust U ndefi ned
application service providers and the senvices they provide
T8 119 5 2 4 Testing conformance and interoperability of electronic registered delivery se rvices: TR 103071 Undefined
= Part 1: Testing conformance
- Part 2: Test suites for I nteroperability testing of electr onic registered delivery
serviee providers

T2 119 5 3 4 Testing conformance & interoperability of registered electronic mail services.
- Part 1: Testingconformance

Testing Conformance & Interoperability

= Part 2: Test suites for interoperability testing of providers using same format and
transport protocols

- Part 3 Test suites for intero perability testing of providers usingdifferent format
and transport protooo|s

https://www.etsi.org/deliver/etsi_tr/119000_119099/119000/01.02.01_60/tr_119000v010201p.pdf
© 2019 SECOM CO.,LTD.
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[1
¢ |
Trust service status lists provi X e LA LTS L LTI
Sub-areas Guidance r
Guidance
119 60 OGuidanceonthe use of standards for trust service status lists provigers DR published
PalicedSecurty Raguirements: | Policy & Security Requirements
119 6 1 1Policy&security requirements for trusted |ists provide

Technical 5pecifications : 7D .
119 61 2Trusted!ists | Technical Specification \

Conformity A t ]
ORTormIty ASsessmen Conformlty Assessment

no regquirement identified for such a document - relying on
Testing Conformance & Interope rability
1'15 61 4 Testing conformance & interoperability of trusted |ists: Liiaii e ——
- Part 1: Test suites for testi ng inte roperabil ity of XML re Testing Conformance & Interoperability
- Part 2:5pedfications for testing conformance of XML répresenmaroror Tosto o e

https://www.etsi.org/deliver/etsi tr/119000 119099/119000/01.02.01 60/tr 119000v010201p.pdf 56
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